21st Century Espionage – Who’s Spying On You?

It’s a fact! Our computers are being invaded and inundated with spyware. It is estimated that more than 7,000 separate spyware programs are operating undercover, and at any time, many will be installed on most PCs around the world. Spyware is without doubt, a direct assault on the privacy, integrity and confidentiality of most individuals, businesses and even governments. 

Spyware or bots, as they are sometimes referred to, is the collective name given to software programs that are installed on PC hard drives without the computer owner's knowledge. In almost all cases, these software programs are unwittingly downloaded from the Internet. 
These invasive and sometimes harmful programs gather information that is usually used for marketing purposes. They are predominantly used to track the Internet browsing habits of the user, but they can also monitor keyboard strokes, and ‘listen in’ on instant messenger communications. Some of the more sophisticated bots can even capture passwords and other personal information. 
The marketing companies that use these programs to gather information on the user would much prefer to call them ‘adware’. They make this distinction by suggesting that the user has agreed to the bot being installed on their system when visiting a certain web page or downloading a program. They back this up with confusing and highly technical small print, usually placed at the very bottom of the web page, knowing that hardly anyone will ever read it. Even if they did, it’s unlikely they would understand any of the technical jargon.
Fortunately, there are a number of free anti-spyware programs available to help combat this intrusive threat. The free Zone Alarm program from zonelabs is a good example, as is Search And Destroy from Safer Networking Ltd. Other measures available include installing a firewall program such as Norton's Firewall or McAfee's Personal Firewall Plus. Both these proprietary brands should ensure maximum protection. 
The latter mentioned firewall programs will alert the user when information is leaving their computer without their consent. It is this aspect of the spyware programs’ function that is most disturbing. The fact that it can send back information on the user’s Internet surfing habits.
The main reason why spyware has proliferated over recent years is because most people are unaware of its existence and don't realize that they have to take defensive measures in order to stop these programs. 
The majority of PC users are painfully aware of viruses and the untold damage they can cause. Many individuals and businesses alike, which may have lost critical data due to infection, now applaud the sentences handed down to the morons that produce these destructive programs. To counteract this threat, they will install anti-virus programs. 
Most people are aware of spam, and although this is considered nothing more than a nuisance, it is now outlawed. In any case, much of it can now be controlled through email spam filters. Perhaps the time has now come to outlaw the menace of spyware, spybots and adware. No-one wants it on their systems and no-one approves of its underlying purpose.  
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